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What are these?

They range from games that encourage self-harm (such as the Salt and Ice challenge, Neknomination and
Cinnamon Challenge) or, more seriously, ‘suicide games’ which involve a series of challenges, ending in suicide
(Blue Whale Challenge, Momo and the Fire Fairy). It is important to note that many of the ‘suicide games’

have been reported as hoaxes and there is little or no evidence to suggest that they have been linked to any
suicides. Many of these games are created with the sole purpose of going viral to boost an online profile page.

With this in mind, a cautious approach is needed when highlighting any trending games, as sharing or
recirculating these can simply scare and misinform if not supported by a credible source.

What to be aware of:

The games/challenges tend to surface on social media and chat forums.

New games/challenges are constantly being created, meaning it’s very hard to keep up to date with the
latest trends — and whether they are a real concern or another hoax.

Real or not, it could lead to some children playing them and causing self-harm accidentally.

Useful resources

SAMARITANS %9 onatencw My contact o Somaritan

How we can help Support us

@ > AbouSomornons 3 Our pelicy ond reserrch

Online suicide
challenges

Briefing: Sharing infermation about online challenges and
games relating to svicide and self-harm

Samaritans.org - Online suicide challenges

Information sources: Samaritans
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How can schools help tackle these issues?

The four key strands a school can use to help mitigate these online safety issues are:

Educating
children

Employing

Actions
for

Educating

effective
about the S:;fef :il:Ig:t monitoring

' parents.
risks. tools.

Educating children about the risks
Digital citizenship

This all begins with education, from both a technological and a social and cultural perspective. Often,
this broader topic is referred to as digital citizenship. There is no shortcut to discussing openly (and,
ideally, regularly) the best ways to stay safe online and to make children aware of the risks that can and
do exist. Teaching children best practice on the use of social media (not sharing personal information,
long-term risks and implications of sharing inappropriate photos, appropriate language, the ever-
present risk of grooming and so on) has never been more important in the current climate.

Spreading awareness of the dangers of social media can
help prevent young people from being dragged into
unsafe situations. To help, parents can:

“When teaching online safety, the
risks often outweigh the opportunities.
Technology isn't going away, it's

@® Make sure children are aware that social media isn't embedded into life; embrace it and if you
an accurate representation of reality (nobody posts want impact, balance the positives and
about their low points). inject the risks. Don’t teach by fear.”

® Minimise screen time and encourage hobbies and

activities.

NetSuppsst



Peer-led education

Student engagement is key and so creating an environment that encourages student voice or allows
for student digital leaders (cyber clubs and digital newsletters that students can be encouraged to help
author) can be a great starting point to gaining their involvement and opening up a dialogue between
them and school leaders.

Awareness days

Celebrating awareness days in the school and Safer (& Fomeze
creating activities around them can really help Int ] ety

to raise awareness of a particular topic, e.g., nterne AWARENESS
Safer Internet Day, Mental Health Awareness Day ;i;'(:

Week and so on.

Educating staff about the risks
Planned staff training (CPD)

Have frequent safeguarding training so that all staff are
equipped to identify children who may need help or support
- and be familiar with the process to report any concerns. O
A reminder of any new or existing legislation and a recap of

escalation processes is also useful to ensure everyone has the
most up-to-date information.

rrror

Where possible, schools should try to engage parents in
online safety training to empower them with the knowledge _
and skills to support their children at home.

Ad hoc meetings

It’s important that staff are able to assemble meetings at short notice to discuss and share any
concerning topics that are trending, ensuring that everyone is fully informed about current
online safety issues.

ISTE Standards: Education leaders

Nef&upp?ﬁ;{f



Effective monitoring tools

A
In many countries, there are requirements in place ISVé
for schools to effectively monitor and control what - =

students are doing online, both in supervised and .o
unsupervised environments. These include KCSIE, xR

CIPA, ISTE and so on. To fulfil this duty, schools KCSIE Of t d
need to go beyond just using internet metering. S e
Internet filtering and monitoring is just the start

When it comes to internet filtering, sometimes it's best not to blanket ban everything.

It doesn't allow students the opportunity to learn about the safe and responsible use of
the internet (aka, digital citizenship) in a controlled environment.

It doesn't provide the flexibility to allow specific websites to appear for particular age
groups: i.e. Facebook access for Business Studies students studying marketing tools.

Overall, blocking access does nothing to safeguard the student because, in the majority
of cases, nobody knew that access was being attempted in the first place.

In the same way, internet monitoring on its own doesn’t provide context, which could mean
schools are faced with a backlog of false alerts or are missing the crucial details to understanding
students’ behaviour.

(Approved websites) ¢ a M
(Restricted websites) x ﬁ n Q

NetrSuppsst
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The full picture

Instead, schools could consider online safety tools
that pair internet metering

: : Sexting
with contextual analysis, e.g. NetSupport DNA or Grooming
classroom.cloud. In this scenario, key words that .
students may be typing, copying or searching for are Cybe rbu I |y| ng

displayed in a word cloud format (along with other

insights), so staff can spot trending topics across SuicideAbuse Self-ha rm
clusters of students. If phrases pop up that they think Extremism

may suggest bullying/harassing behaviour or place

the student at risk, staff are better placed to take

appropriate action.

Contextual analysis will also indicate the context in which the words were being used. For
example, a triggered phrase being used in a Word document during lesson time would be
perceived as a lower risk than if the same phrase were being used in a messenger app during
lunchtime.

This analysis uses variables such as considering the surrounding search sentences, the devices
used, time of day, and websites visited (including previous alerts triggered) to create a numerical
risk index, based on the context and history of a student’s activities. This helps school staff to
identify genuine concerns and prioritise them accordingly.

Empowering students

Allowing students to report concerns they might have
is also key to encouraging wellbeing and pupil voice.
This type of tool is especially useful for those who feel
uncomfortable speaking directly to a staff member,

as it allows them to share their problems and get

help from staff without having to approach them in
person. In addition, providing them with independent
access to a tailored list of safeguarding resources can

further support their empowerment.

ISTE Standards: Educators

Click here to discover
these online safety tools!

NetrSuppsst
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Actions for parents

Discuss online safety with your children

Talk to your child openly and regularly about the realities of what is posted online, as giving them
the skills to make their own judgements is the only way to help keep your child safe. Sometimes,
it’s helpful to set boundaries on use and agree what's appropriate — and often it’s useful to keep
focused and talk about specific apps and websites that you can review together. Ask children
what apps and sites they use and why. Another important conversation is understanding what a
child feels is appropriate and then explaining possible risks in a clear and understandable way.

Open door policy

One of the more challenging areas to police
is the forum-based chat capabilities within
console-based games. These are often the
hardest to manage. A simple “door open”
policy when gaming at home can be a great
start. Good practice is to also encourage
the school IT department to provide regular
updates to parents on tools that may
support their efforts to keep their children
safe online.

Communication with the school

In some instances, it may be appropriate to
report back to the school a particular online
safety issue that your child is going through or has experienced, as it may be a wider issue that
others are facing and the school can help monitor the situation during school hours. Such cases
should be handled confidentially and with sensitivity, depending on the nature of the topic, to
avoid any further negative impact on the child.

ISTE: How to talk to parents about learning technology.

NetSuppgRgst
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